A Teradyne Company

Ultra Wideband (UWB) Delivers
Accurate Ranging and Positioning



Ultra Wideband (UWB) for Accurate |
Ranging and Positioning

Agenda

« UWB Overview

* Application Examples

« How UWB Ranging Works
 UWB Test Solution Overview
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UWB Technology is not New...

2002: FCC approves
UWB for commercial
applications

Federal
C Communications
Commission

1901: Marconi transmits

1960: UWB used in

Morse code across the military RADAR

Atlantic with UWB

$IEEE ()

802.15.3 — 802.15.4 wiMedia

Low-Speed Data Detecting Distance High-Speed Data
Transmission & Direction Transmission
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This Time it Is about Accurate Ranging and Positioning '

2019: FiRa Consortium

founded to harmonize
UWB certification

FirQ | Thpower,..

2000 O 2020

$IEEE

802.15.4z7
Accurate Relative

Position Tracking
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Why is UWB for Ranging Needed?

Security ‘(a

« UWB can be used for user authentication based on location

« Compared to RSSI ranging, UWB uses Time-of-Flight (ToF).
RSSI is easy to hack, time is difficult to fake

LITEPOINT
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Likely UWB applications are in three main use cases
across a variety of verticals

Smart Home Smart Cities Smart Consumer Smart Retail Industry 4.0
and Enterprises and Mobility Transportation and Healthcare

: * Residential * Parking garage * Rider identification * Logical access * Unmanned store * Barrier-free and
‘Hands-Free access control * Vehicle digital procats fpansor control access restricted access

services)
control

Aceeéss-'control , * Restricted key

enterprise access {standardized by CCC)

* Employee + Bike sharing * Ride sharing

" Location-Based mustering in * Reserved seat
| sem emergencies validation

* AR gaming * Indoor navigation * Asset tracking

* Foot traffic and « Patient tracking
shopping behavior
analytics

- i ] * Conference * Drone-controlled * Ticket validation * VR gaming and * Targeted * Proximity-based
?Pe:e'%to;g::;“ systems delivery ‘S’Zii?,'.'jél?"”’”" group play marketing patie_nt data
AR to-Fe + V2X* autonomous * Find someone * Tap-free remote sharing

ons driving nearby payment * Find equipment

Source: FiRa Consortium L | T EPO'NT
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UWB Applications: Access Control

il
il
i NIREDR
LUIN @S 130 SECURITY B83.21.16 18:33 AM

Radio Attack Lets Hackers Steal
24 Different Car Models

Key Fob Relay Hacking? What it is and how a Faraday Bag can help

« Verify Identify and Verify Location
« Key fob or UWB enabled smart phone

POINT

Source: Wired
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UWB Applications: Peer-to-Peer Communication

Industrial Safety:
 What if hard hats contained
wireless sensors?

BREAKING NEWS | -
’ cow CONSTRUCTION WORKER HIT BY TRUCK WHILE ON THE JOB l o8
. ] 8TH AND DALTON REOPEN Sochlgee

T

Worker Dies After Being Run Over By Truck
At West Englewood Construction Site

APRE 26,7019 1230 PM

CATEGORIES: locs Nems
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How UWB Ranging Works - Time of Flight (ToF)

1st — you need to measure distance

DISTANCE MEASUREMENT SCHEME

Tag 0x1001 Anchor 0x000! UWB uses “Time of Flight” to measure distance
. b o between an Anchor and a Tag
e
TSP:RP"L\»:TW 1. Tag sends out a poll (“Ping”) and measures the
Response__— £ T [P ” time required to receive a response (“Pong”).
I g “Pon _ _

s I 2. The delay in the Anchor is known

o=kl | L 3. The Tag calculates the actual ToF and uses this to
| Report [d] calculate distance

4. The Tag can send an additional “Ping” back to the
Anchor to compare the times

distance = ToF x (speed of light)

This measurement technique is called “Ping — Pong” or “Ping — Pong — Ping”

LITEPOINT
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How UWB works

Determining location requires multiple receivers. The technique is called
“trilateration” (not triangulation)

Polke 3

. <\ In a 2-dimensional world, with 3
/ distance measurements you can
Figure 1: Overview Laser Range Extender Concept i Hegrofivones aCCura’[e|y determine location.
el : : :
[] > i [] t2m In this example, if the target is on the
playing field, we can tell it's location with
e 3 transceivers placed in the corners.
X1 2 based on the field infocrmation
/ If the target is above or below the playing

Poke s8im N el field, we need a 4" receiver that is
@ i e e above or below the playing field.

each pole

LITEPOINT
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For 3D location calculations

With 1 receiver, | know my
location is on a sphere

With 3 receivers, | know
my location is one of 2
points

With 2 receivers, | know
my location is on a circle

With 4 receivers, | know
my exact 3D location

4 receivers is the minimum, realistically we want more

LitePoint 2019
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Angle of Arrival (AoA)
An alternate method to determine location ....

AoA Method
« With AoA, receiver must have multiple antennas

» Based on the phase differences of a received
signal, the angle of arrival can be determined
Aok
« “Trianglulation” can be used to determine location

if multiple receivers have AoA information

 Itis possible for a system to include both ToF ’—-—“\

(distance) and AoA (angle) measurements to
determine location &

LitePoint 2019
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High Level UWB Specs (802.15.47)

Center Frequency Range (LRP)
Channel Bandwidth

Transmit Output Power
Data Rates

Ranging Support
Range
Positional Accuracy

6489.6 — 9945.6 MHz

500 MHz (typical)
up to >1 GHz

<-41.3dBm/MHz

110 kpbs, 425 kbps,
850 kpbs,1.7 Mbps, 6.81
Mbps, 27.24 Mbps

Yes
10m-100 m
~10 cm

+/-10 cm is ~70ps accuracy

LitePoint 2019
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Narrowband

Time

Ultra Wideband

‘ Ampitude

Center [requency (Miz)

Time
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Bandwidth Comparison to other Technologies '

A

Bandwidth: 1 MHz

wi G

Bandwidth: 20 MHz

Spectral Density

UWB
Bandwidth: 500 MHz - several GHz

Frequency

LITEPOINT

Source: FiRa Consortium
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Integrated UWB Ranging Test Solution: 1Qgig-UWB ‘

* First Integrated Test Solution for Complete UWB Testing
— Integrated VSG and VSA for high-performance TX / RX testing of UWB devices
— 5to 19 GHz frequency range covers core UWB channels
— 2 GHz single-shot VSA & VSG modulation bandwidth
— Supports 802.15.4z standard

» Time of Flight Calibration

— Precision trigger / response mechanism to deliver < 20 us
response time with ps level jitter

* Wide Dynamic Range for Sensitivity Testing

— Combined with the 1Q5631 Power and Delay Control Module (PDCM),
1Qgig-UWB enables receiver sensitivity testing for below -100 dBm TEPOINT

LitePoint 2019



Enhanced Measurements with 1Q5631
Power and Delay Control Module (PDCM)

CTRL / Power with integrated GPIO

Optional accessory

TX/RX g—p =
TX/RX —» ¥

enabling RX sensitivity
and multi-antenna devices INEG—_G—.

TX/RX > =

1Q5631 PDCM

- |Q5631 Power and Delay Control Module can be located
close to DUT to minimize VSWR error & delay errors

- Enables RX sensitivity testing below -100 dBm
- Enables multi-DUT test for single antenna devices

LITEPOINT
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Integrated UWB PHY Layer Measurements

LED STATUS

: [ Admin___ BTN () sossion Active

uwep

Frequency: 6.50 GHz

Carmiar Frequancy Offsat

Chup Clock Error 0.0 ppm
Chip Fraquency Error 323 Hz
| T Symbol Modulation Accuracy 96.89 %
[| Loves 23 1= | yamy g Pulse Main Lobe Widlh 1.071 s
| — v
‘ AGC  Werval 0.8 {2 ms g Pulse Siga Lobe Power 20.82 %
sarvig — = Data Rate 681 Mbps
[ PSDU Largth 20 Byles
P £ < me Anslysed Symbols 232
[Maswap  @ON On Preamble Power -35.83 dBm
| 410 . : ! . : ; ! ! :
= s 000 2000 3000 4000 5000 6000 7000 8000 9000 Preamble Peak Power -25.18 dBm
. _ ‘ 7

“ - '}“"‘v: Settings ‘ Marker M ety Time jus] ko) [ Resad “ Data Power -35.79 dBm
|| Sourca ViDe  Packet ;*”M ~Packel! | AVER | MAX | Spectrum Masx
5 [| e - —
|| Marker | f 0.06
{ Extomal |1 |+ || OFF g
|
| Type © Edge  Leve -

Edgs POSitive 0.04 £ 0 {

Thrashok %

Level R u8 g E I { \ ’

: 23 \
‘\ Mode SSHot 002 - § \\
"‘ Gap Tima ‘.50 * lus é J
| ' | i
- 904

|| Offsat ixo 1> us 0 &
} Timeoul 1500 | = ims E
e 002 ' ; : : : a00 P itk ; . : ! ! ! !
== 0 1 2 3 K L) (] i -800 #00 400 200 0 200 400 00 B0
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Standard UWB PHY Layer Measurements

UWB (802.15.4) Measurement Specification

Measurement Description

Spectrum Mask

Transmit spectrum mask

Symbol Modulation Accuracy

Correlation to reference pulse (%)

Carrier Frequency Offset

Carrier frequency error (kHz)

Chip Clock Error

Error in ppm

Chip Frequency Error

Errorin Hz

Pulse Main Lobe Width

Width of main lobe in time (ns)

Pulse Side Lobe Power

Power relative to main lobe (%)

Power (Preamble & Data)

Average power of complete data capture (dBm)

Peak Power (Preamble & Data)

Peak power over all symbols (dBm)

Pulse Jitter Jitter in ps
Pulse NMSE Normalized Mean Square Error (ppm)
RX PER Receiver Packet Error Rate (requires DUT support)

Additionally, Time of Flight (ToF) & Angle of Arrival (AoA)

LitePoint 2019
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Implementing the Time-of-Flight (ToF) Measurement l

Measurement Procedure

[DUT]

[Tester] Receive

[DUT] [Tester]

Transmit Respond Pong and
Ping with Pong calculate
ToF

Setup VSA
& VSG

TWR = Two Way Ranging

¥
DW1000

LITEPOINT
LitePoint 2019



Applying ToF to DUT Calibration

Goal is to measure the DUT
front-end delay

1st step is to perform tester cable R
calibration to measure cable delay UWB PUT Antenna / Tester

DUT Connector Port

Frontend

T; — T, = Tester Delay

Once cable delay is known & tester "

) Cable T, — T, = (2 x Cable) + Tester Dela
delay is programmed, the ToF \ T 2= T1=( ) y

measurement measures the Ts = DUT Measure Time

frontend delay
/ Ts TO = DUT Transmit Time

Measured frontend delay then Frontend Frontend = .
programmed into DUT for calibration /

LITEPOINT
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Turnkey IQfact+ Solutions for UWB Ranging Applications

@ CfactStudio

Sl e e e , |Qfact+ Turnkey Test Procedures
D @ B o% D. ﬁj J‘ + X E (] |§Exemﬁchcde:|Noﬂ‘nal '|i‘ aNumbernFRuns:
. :
CALitePoint\IQfact_plus\(Gfacts Decawave 1| IPUtParameters reumaies | * AUtOMate test procedures for UWB devices
v UWB No filter || | change Al N fiiter

2.CONNECT_IQ_TESTER Mame Value  Type Unit N o° Supported TeStS
3.INSERT_DUT 1 ALWAYS_SAVE_CAPTURE 0 | Integer 1 ERROR * Crystal Calibration
4INITIALIZE_DUT . .
5.LOAD_PATH_LOSS_TABLE 2 ENABLE_FAIL_CAPTURE 1 Integer » TX Calibration
6.XTAL_CALIBRATION CH_S . e ;
TTX_CALIBRATION 6P81CH_5 PRF_6... 3 ENABLE_FESW 0 Integer X Vel'l.fl.CatI.On
2.TX_VERIFY 6P21CH_5 PRF_62P40 * RX Verification
T e 4 ENABLE_LOW_POWER_ANALYSIS 0  Integer  dB T ¢ Eliaht
10.TOF_55_TWR P31 CH_5 PRF_62P4D 5 EMABLE_TH_MASK_MEASUREMENT 0 Integer Ime O Ig
11.TOF_DS_TWR 6P81 CH_5 PRF_62P40 i _ci _cij
12.WRITE_CALIBRATION 6 FESW_GAIN -50 Double dB (Smgle sided & double Slded)
13.REMOVE_DUT
14.DISCOMMECT_I)_TESTER 7 IQ_PEAK_TO_AVER 15.00 Double dB

2 CUSTOM_PULSE 0 String

9 VSA_PORT RF1  String

10 VSG_PORT RF2  String

Based on commercially-available UWB development kit

LITEPOINT
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UWB: Helping to Make the World More Secure MARING F/NE '

« UWB technology is back again, this time targeting accurate A REALITY
ranging and positioning

A device can now understand its position, which improves
security in a variety of applications:

— Building / Automotive access, financial transactions, etc.

Source: FiRa Consortium

Initiator Responder

@

 Current consumer wireless technologies used for ranging
(Bluetooth, NFC, etc) are susceptible to hacking ]P\'*

— Power (RSSI) can be hacked hesponse lrrepw

— Encryption can be broken y

« UWB uses Time of Flight to determine position, adding a 2
new layer of security...
— It is very difficult to “fake” time
— UWB’s wide bandwidth is extremely immune to interference

LITEPOINT
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